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A Study on False Channel Condition Reporting
Attacks in Wireless Networks
Dongho Kim and Yih-Chun Hu
Abstract—Wireless networking protocols are increasingly being designed to exploit a user’s measured channel condition; we call
such protocols channel-aware. Each user reports the measured channel condition to a manager of wireless resources and a
channel-aware protocol uses these reports to determine how resources are allocated to users. In a channel-aware protocol, each
user’s reported channel condition affects the performance of every other user. The deployment of channel-aware protocols increases
the risks posed by false channel-condition feedback. In this paper, we study what happens in the presence of an attacker that falsely
reports its channel condition. We perform case studies on channel-aware network protocols to understand how an attack can use
false feedback and how much the attack can affect network performance. The results of the case studies show that we need a secure
channel condition estimation algorithm to fundamentally defend against the channel-condition misreporting attack. We design such an
algorithm and evaluate our algorithm through analysis and simulation. Our evaluation quantifies the effect of our algorithm on system
performance as well as the security and the performance of our algorithm.
Index Terms—Network-level security and protection, wireless communication

1

I NTRODUCTION

M

ANY protocols in modern wireless networks treat
a link’s channel condition information as a protocol input parameter; we call such protocols channel-aware.
Examples include cooperative relaying network architectures [1], [2], efficient ad hoc network routing metrics [3],
[4] and opportunistic schedulers [5], [6]. While work
on channel-aware protocols has mainly focused on how
channel condition information can be used to more efficiently utilize wireless resources [1]–[6], security aspects
of channel-aware protocols have only recently been studied [7]–[9]. These works on security of channel-aware
protocols revealed new threats in specific network environments by simulation or measurement. However, understanding the effect of possible attacks across varied network
environments is still an open area for study.
In particular, we consider the effect of a user equipment’s
reporting false channel condition. This issue is partially
addressed in the work of Racic et al. [7] in a limited network setting. They consider a particular scheduler in a
cellular network with handover process and propose a
secure handover algorithm. In contrast, we reveal the possible effects of false channel condition reporting in various
channel-aware network protocols and propose a primitive
defense mechanism that provides secure channel condition
estimation. Our contributions are:
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We analyze specific attack mechanisms and evaluate
the effects of misreporting channel condition on
various channel-aware wireless network protocols
including cooperative relaying protocols, routing
metrics in wireless ad-hoc network and opportunistic schedulers.
•
We propose a secure channel condition estimation
algorithm that can be used to construct a secure
channel-aware protocol in single-hop settings.
•
We analyze our algorithm in the respects of performance and security, and we perform a simulation
study to understand the impact of our algorithm on
system performance.
The false channel condition reporting attack that we
introduce in this paper is difficult to identify by existing
mechanisms, since our attack is mostly protocol compliant; only the channel-condition measurement mechanism
need to be modified. Our attack can thus be performed
using modified user equipment legitimately registered to a
network.
The rest of our paper is organized as follows. In
Section 2, we discuss the concept of our attack and perform
case studies of various channel-aware networking protocols, evaluating through simulation the effect of a false
channel condition reporting attacker. Then, we develop a
defense mechanism called secure channel condition estimation
against the false reporting attack in Section 3. We evaluate
our algorithm through analysis and simulation in Section 4.
In Section 5, we briefly review related work. Section 6
concludes this paper.
•

2

ATTACK

In this section, we introduce our attack concept and perform case studies to quantize the attack effects on specific
channel-aware network protocols.
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Fig. 1. Case Study of Cooperative Relaying Network. (a) Example network. (b) Attack effect. (c) Confidence intervals for each point of Fig. 1(b).

2.1 Attack Concept and Feasibility
Our study assumes that a network resource scheduler
exploits channel condition information of each user to
enhance network performance and each user reports its
own channel condition to the scheduler. In this setting, a
user can falsely report its channel condition. There are two
different types of false reports: underclaiming (reporting its
channel condition as worse than actual measurement) and
overclaiming (reporting its channel condition as better than
actual measurement). It is difficult to detect an underclaiming attack since for example, an attacker can selectively
attenuate its capability, thus verifying its lower capability
when tested. Hence, our paper considers only overclaiming
attacks when we discuss our defense. However, our following case studies include the effectiveness of underclaiming
attacks to provide complete understanding.
Depending on deployed PHY-layer technologies (e.g.
OFDM), a system can utilize conditions for subchannels to
perform more efficient frequency-selective scheduling [10].
Our work can apply for this case by handling each subchannel condition information separately. However, for clarity
of presentation, we consider a single channel between
network participants in this paper.
We can easily implement false channel condition reporting attack by modifying only a subcomponent to report
channel condition. This subcomponent of a user equipment
can be implemented in hardware or software. One recent
trend of user equipment implementation is to increasingly
move hardware part to software part for adaptable configuration of a general hardware [11]–[13]. The increasing
software control of user equipment makes false channel condition reporting attack an increasingly practical
attack.
2.2 Case Studies
We evaluate the effect of falsely reported channel condition
under three types of channel-aware protocols: cooperative relaying protocols in hybrid networks, efficient routing
metrics in wireless ad hoc networks, and opportunistic
schedulers in high-speed wireless networks. For each protocol, we suggest possible attack mechanisms and quantify
the effectiveness of the attack. We show that we can
defend against some attacks using existing algorithms, and
that other attacks require new security mechanisms. Each
following case study has the same presentation format.
First, we briefly explain the protocols. Then, we discuss

effective attack scenarios for each protocol. Finally, we use
simulations to evaluate the effect of each attack scenario.

2.2.1 Cooperative Relaying
Cooperative Relaying. In a mobile wireless network,
mobile nodes can experience different channel conditions
depending on their different locations. When a node experiences a channel condition that is too poor to receive
packets from a source node, a third node may have a good
channel condition to both the source and the intended destination. Cooperative relaying network architectures (e.g., [1],
[2], [14], [15]) help a node that has poor channel condition
to route its packet through a node with a good channel
condition, thus improving system throughput. In order to
find such routes, a cooperative relaying protocol must distribute channel condition information for each candidate
path, find the most appropriate relay path, and provide
incentives to motivate nodes to forward packets for other
nodes. Specifically, in UCAN [2], user equipment has two
wireless adaptors, one High Data Rate (HDR) cellular interface and one IEEE 802.11 interface. The HDR interface is
used for communication with a base station and the IEEE
802.11 interface is used for peer-to-peer communication
with other user equipment in a network.
Attack. For simplicity, we discuss a single-hop relaying case
even though our attack concept easily extends to multihop routes. Cooperative relaying architectures can take on
various forms, but they all need to know the genuine channel condition of each candidate relaying node to find the
most appropriate relaying node. The main purpose of cooperative relaying is to maximize system efficiency, so the
route with best channel condition is likely to be chosen.
When a node underclaims its channel condition, the node
reduces its probability of being chosen for forwarding; the
underclaiming attack is thus no worse than powering the
node off. As a result, underclaiming is not an effective
attack against cooperative relaying. We examine through
simulation the effect of overclaiming attack. If an attacker
overclaims its channel condition, the attacker is more likely
to be chosen as the best candidate for relaying. Designating
the attacker as a relaying node provides the attacker an
opportunity to steal the packets or to adversely impact
network performance.
Evaluation. We performed a simulation study to evaluate
the overclaiming attack’s effect on the normal users’ performance in a cooperative relaying environment. We quantify
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TABLE 1
Block Size (Bits) for Channel Condition

normal users’ performance with and without the attack.
We use the ns-2 simulator patched with EURANE [16], a
UMTS system simulator. Our simulated network consists of
one base station serving four users. The base station sends
11Mbps of Constant Bit Rate (CBR) traffic to each user.
There is one attacker who may falsely report its channel
condition to the base station. We represent channel condition using the Channel Quality Indicator (CQI) defined in
the 3GPP standard [17].
⎧
SINR ≤ -16dB
⎨0
CQI =  SINR
+
16.62
-16dB < SINR < 14dB
⎩ 1.02
30
SINR ≥ 14dB.
Table 1 shows the transmission block size for each corresponding CQI. The same equation and block size are used
for a case study of opportunistic scheduler presented in
Section 2.2.3. We assume that one victim is close to the
attacker so that when the victim experiences poor channel condition, the victim can use the attacker as a relaying
node. The other two normal users get packets directly from
the base station and do not participate in the cooperative
relaying protocol. The victim and the two normal users
honestly report their channel condition. The channel for
the attacker and two normal users uses a shadowing plus
Rayleigh model of a moving node 100m away from the
base station with velocity of 3km/h. We vary the victim’s
distance to the base station from 100m to 500m to see the
effect of the victim’s channel condition on the performance
degradation.
The attacker’s goal in this simulation is to reduce the victim’s throughput. The attacker can adopt two approaches.
In the conservative approach, the attacker does not forward
packets for the victim without falsely reporting its channel
condition. In the aggressive approach, the attacker overclaims its channel condition so that the attacker can increase
its probability of relaying packets for the victim.
Our simulations do not consider the overhead that an
actual relaying protocol might incur in finding a new relaying node due to channel condition variation since such
overhead is not related to the effect of attack. We assume
that each transmission uses an orthogonal carrier so that
transmissions do not interfere with each other. Our simulations do not implement a relay discovery protocol; rather,
we compare the attacker and victim CQI, and use the link
with better CQI value to transmit to the victim. This relaying scheme is an example; a system operator may choose
a different scheme. However, the scheme that we chose is
good for exploiting increased diversity to optimize throughput [2]. We ran each of our simulations for 100 simulated
seconds.

937

We measure the received throughput of the victim
as shown in Fig. 1(b). ‘No Relay/No Attack’ represents the original UMTS system configuration with single hop transmission. ‘Relay/No Attack’ represents the
attacker node relaying packets for the victim node whenever the attacker has a better channel condition than
the victim node. We can see that when the victim uses
the route with better condition, the system experiences
improved throughput. ‘Relay/No Overclaiming/Dropping’
represents the attacker’s conservative approach. As the victim node gets farther from the base station, the amount
of decrement of the victim’s throughput is larger due
to the increased probability that the attacker’s channel condition is better than the victim’s channel condition. ‘Relay/Overclaiming/Dropping’ represents the case in
which the attacker overclaims its channel condition, either
by 1 or 2 CQI levels. Compared to the ’No Overclaiming’
case, we can understand how much an attacker steal the
chance to be chosen as a relayer by overclaiming. Our
results show that even with a small amount of overclaiming, the attacker can steal many packets. Though we have
only shown results for a single sample protocol, and an
actual system may use a different protocol, we believe that
the attack of falsely reporting the channel condition can
have a harmful effect on the network even with a small
amount of overclaiming.

2.2.2

Efficient Routing Metrics in Wireless Ad Hoc
Networks
Routing Protocols in Ad Hoc Networks. A wireless ad hoc
network supports communication between nodes without
need for centralized infrastructure such as base stations or
access points. To deliver packets to destinations out of a
source node’s transmission range, the source employs the
help of intermediate nodes to forward each packet to its
destination. Routing protocols in wireless ad hoc network
discover routes between nodes (e.g. [18]–[20]). When there
are multiple valid routes from a source to a destination,
a routing protocol needs to choose among valid routes. A
routing metric is a value associated to a route and represents
the desirability of a route. A typical metric in the seminal routing protocols is minimum hop count. The rationale
behind the metric of minimum hop count is that a route
with fewer hops allows a packet to be delivered with the
smaller number of transmissions. Hence, the metric of minimum hop count can reduce the total energy consumption
across all network nodes as long as nodes do not perform
power or rate adaptation.
However, the metric of minimum hop count may have
an adverse effect on the number of transmissions due to
the characteristics of wireless channel. Each hop in a route
with minimum hop count is likely to cover a long distance. In a wireless channel, transmissions over longer
distance are less likely to be successful. Hence, a route with
minimum hop count can actually increase the number of
transmissions. To address these shortcomings, researchers
have proposed different routing metrics. One example is
the expected transmission count (ETX) metric proposed by
Couto et al. [3]. Their paper defines ETX as follows:
The ETX of a link is the predicted number of data
transmissions required to send a packet over that
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Fig. 2. Case Study of Efficient Routing Metric. (a) Example network. (b) Attack effect varying Num. of attackers (Total six nodes). (c) Confidence
intervals for each point of Fig. 2(b).

link, including retransmissions. The ETX of a route
is the sum of the ETX for each link in the route.
In a system using ETX, a node sends some probe packets
to its neighbor nodes. The neighbor nodes report to the
original node how many probe packets they receive. By
comparing the number of probe packets received by each
neighbor node to the total number of probe packets, a node
estimates channel condition to each neighbor node. Specific
implementation of ETX depends on routing protocols. We
use ETX in DSR [19] for the following simulations though
our attack concept is applicable to any routing metric and
any routing protocol that is based on the channel condition
of each link in the route.
Attack. To calculate the ETX of a route in forward direction, a source node needs to know the ETX of each forward
link on the route. Each upstream node of each forward
link reports its measured ETX to a source node. An intermediate node can overclaim by reporting a smaller ETX
or underclaim by reporting a larger ETX. When an intermediate node underclaims, a source node is less likely to
choose a route through the intermediate node. Hence, similarly to the case of cooperative relaying, an underclaiming
node can be considered a power off node which may not
attack a network. In contrast, an intermediate node that
overclaims increases its probability of being chosen. Hence,
an overclaiming node can maliciously intercept packets.
The effectiveness of a false ETX report depends on the number of attackers in the route; a larger number of attackers
on the same route can reduce the ETX further, thus having
a greater impact on a source node’s route selection.
Evaluation. We performed a simulation study to quantify
the effect of falsely reported ETX in a wireless ad hoc network. We implemented measurement and reporting of ETX
on DSR [19] in the ns-2 simulator; we chose DSR as a representative routing protocol, but our attack generalizes to
any metric-based routing protocol. A detailed explanation
of DSR is beyond the scope of our paper. We simulated
a network where a source node sends CBR traffic at a
rate of 1.31 kbps to a destination node and the remaining
nodes forward packets. We use relatively low rate traffic
to avoid performance degradation due to interference and
to eliminate congestion as a factor in our results. We vary
the number of attackers and measure the fraction of data
packets successfully delivered. Each attacker claims that its
ETX is 1, which is the strongest attack. If we use larger

ETX, the attack strength will be reduced. Hence, our results
show maximal attack effect. Each attacker drops any packets it receives for forwarding, so we can use the delivery
ratio as a measure of the frequency with which the attacker
is selected for forwarding. We consider two topologies; in
the first, nodes are randomly placed in a plane of 600m
by 600m, and in the second, we fix the location of the
source and destination nodes 600m away from each other
and randomly place the other nodes between them. We
use shadowing model with ns-2 default parameters as our
channel model. With these two topologies, we can see the
effect of the topology on attack. We perform 100 runs for
each type of topologies. For each run, we generate a different random topology. Fig. 2(b) shows the results with
six nodes in the network. With the fully random topology,
the delivery ratio remains about 90 percent, regardless of
the number of attackers. With the partially random topology, the delivery ratio sharply decreases with an increasing
number of attackers. The two topologies have differing
results because an effective attack depends on two conditions. First, an attacker must be on a valid route from a
source to a destination. Second, the fraction of intermediate hops that are attackers must be large enough for the
attackers to substantially impact the ETX of the route. With
the fully random topology, these two conditions are not
likely to be satisfied because routes are relatively short
(possibly one-hop at times). However, with the partially
random topology results, well-located attackers can inflict
significant harm to the network. As the number of attackers increases, the attackers are more easily able to control
the ETX of a route. Fig. 3(a) shows the results with three
attackers when we vary the number of nodes in the network. As the number of nodes increases, the attack effect
is reduced, because dense legitimate nodes reduce the distance between nodes, thereby getting good quality channel
conditions.

2.2.3 Opportunistic Schedulers
Opportunistic Schedulers. An opportunistic scheduler [5], [6]
is a centralized resource scheduler that exploits the channel condition information of each user for efficient resource
management. Channel condition variation due to fading in
wireless networks induces different channel conditions for
each user at each moment in time. This is called multiuser diversity. One simple example of an opportunistic
scheduler is an efficiency-oriented scheduler that allocates
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of overclaiming the best possible condition. However, as
the attacker increases his claimed channel capacity, has
Ti (t) increases equally rapidly. Hence, it is difficult for an
attacker under PF scheduler to impose a significant impact
on network. This issue is also discussed by Racic et al. [7].
They maximize the effect of their false reporting attack
by handover to intentionally reduce Ti (t). This attack with
handover is orthogonal to our work.

Fig. 3. Case Study of Efficient Routing Metric. (a) Attack effect varying
Num. of nodes (Three attackers). (b) Confidence intervals for each point
of Fig. 3(a).

resources to only the user with the best channel condition in a time slot. We call this scheduler MAX-SINR.
It is obvious that this scheduler achieves the maximum
possible system throughput. However, this scheduler may
give so few opportunities to a user with poor channel
condition that it induces a fairness problem. Proportional
Fair (PF) scheduler [5] is a widely known scheduler that
addresses the fairness problem. When the PF scheduler collects channel condition from each user at time slot t, the PF
scheduler determines the transmission rate Ri (t) for each
user i accordingly. In our system, Ri (t) is equal to block
size determined by channel condition (shown in Table 1)
divided by slot duration which is 2ms in our system. The PF
scheduler determines whom to serve by comparing a metric Ri (t)/Ti (t) for each user, where Ti (t) is user i’s average
throughput calculated as

(1 − 1/tc )Ti (t − 1) + 1/tc Ri (t) if user i is chosen
(1 − 1/tc )Ti (t − 1)
otherwise
and tc represents time constant of a low pass filter. In each
time slot, the PF scheduler serves the user with the largest
metric. We consider the effects of the false channel condition reporting attack on these two schedulers, MAX-SINR
and PF.
Attack. An attacker’s objective is to steal as many time slots
as possible. Against a MAX-SINR scheduler, the attacker
can steal nearly all time slots simply by reporting the
best possible channel condition. However, against a PF
scheduler, the attacker is much more limited due to the
fairness guarantee of the PF scheduler. With the PF scheduler, an attacker can steal specific time slots by overclaiming
its channel condition to be the best possible condition.
However, in future time slots later, the attacker is less
likely to be chosen since the attacker’s increased average
throughput (Ti (t)) causes the attacker’s metric (Ri (t)/Ti (t))
to decrease. Hence, even when overclaiming, the attacker
under PF scheduler cannot occupy many consecutive slots.
To obtain several consecutive time slots, an attacker can
gradually increase the amount of overclaiming instead

Evaluation. We performed a simulation study using opportunistic schedulers. We use ns-2 simulator patched with
EURANE [21], a UMTS system simulator. Our simulated
network consists of one base station serving several users,
half of which are attackers. The attackers choose a simple attack: overclaiming their channel condition to be the
best possible condition. The base station reacts by choosing a high bit-rate modulation for each transmission to any
attacker, which can induce a high error rate when the actual
channel condition is poor. In EURANE’s implementation, a
node that is unable to receive a packet would not send
back an ack to the base station, triggering an internal control mechanism in UMTS that stops any connection failing
to acknowledge several contiguous transmissions. We modified the attacker to send an ack for every received packet,
whether or not that packet was received without error. Our
channel model for each user is shadowing plus Rayleigh
model modeling moving node with velocity of 3km/h. We
sourced 11 Mbps of CBR traffic to each user. We simulate
three scheduling policies: MAX-SINR, PF, and Round Robin
(RR). RR gives each user the exact same amount of service opportunity by allocating the time slots to users in
order. We vary the number of users and measure both the
total system throughput and normal users’ throughput for
each of the three scheduling policies. In Fig. 4(b), the total
system throughput is represented by the solid lines and
the normal users’ throughput is represented by the dotted lines. For MAX-SINR, the attack’s effect is severe as
expected. For an attacker to perform an effective attack,
the attacker’s packets should remain in the queue so that a
scheduler serves an attacker instead of a normal user. When
the number of users is small (e.g. two), the queue does
not always hold attackers’ packets, so the normal users get
some throughput. When the number of users is larger than
four, the attackers can occupy all throughput. For RR and
PF, the normal users’ throughput is about half of the system
throughput. This result shows that falsely reporting CQI is
not so harmful under RR and PF. This result coincides with
the result of the work of Racic et al. [7].

2.3 Summary
We performed three case studies to study the attack effectiveness of falsely reporting channel condition. The simulation results show that in cooperative relaying networks and
wireless ad hoc networks using ETX as a routing metric,
the overclaiming attacks can effectively harm the normal
users’ service. For opportunistic schedulers, PF scheduler can effectively defend against overclaiming attackers.
Considering the context of each protocol, we discussed the
benefit of underclaiming action. We concluded that in the
context of our case studies, underclaiming action does not
give benefit to an attacker.
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Fig. 4. Case Study of Opportunistic Scheduler. (a) Example network. (b) Attack Effect. (c) Confidence Intervals for Selected Points of Fig. 4(b).

3

D EFENSE

In this section, we discuss possible solutions for the false
channel feedback attack introduced in Section 2. We argue
that to fundamentally defend against attacks that involve
false channel condition reports, we need a scheme to
securely estimate channel condition. Then, we show our
secure channel condition estimation algorithm.

3.1 Solution Spectrum
To defend against an attack that misreports the channel
condition, we can use pre-existing mechanisms. One possible defense mechanism is anomaly detection [22]. Anomaly
detection is a tool that monitors each user’s performance to
identify attackers. A response mechanism then disconnects
the attacker from the network. Another possible defense
mechanism is to mitigate the attack through fair allocation
of network resources. Analogous to the PF scheduler for
opportunistic schedulers, we can devise a mechanism that
provides fairness guarantees regardless of reported channel condition for cooperative relaying networks or wireless
ad hoc network routing.
Even though these approaches can mitigate the effectiveness of the attack, they have fundamental drawbacks.
Anomaly detection mechanisms incur detection errors,
which could result in incorrect termination of a normal
user’s service or failure to detect an attacker. When fairness is used to reduce the effect of the attack, we frustrate
the original goal of cooperative relaying networks and ETX,
which is to use resources most efficiently. An allocator considering fairness will substantially reduce the efficiency
when compared to the original protocol, since fairness
requires allocation of resources to less-capable channels.
To more effectively prevent the false channel condition reporting attack, we need a mechanism that does
not impede the efficiency of channel-aware protocols even
under the false reporting attack. We observe that the false
reporting attacks are possible because we allow a nontrustable entity to report the channel condition. Our basic
approach is to replace non-trustable-entity-driven channelcondition reporting with trustable-entity-driven channelcondition estimation. In cooperative relaying networks and
opportunistic schedulers, the base station can be a trustable
entity. In wireless ad-hoc networks, the source node trying to establish a route to a destination is a trustable
entity (because it trusts itself). In this paper, we do not
develop whole specific protocols for such networks; rather,

we develop a generic algorithm that can be integrated into
any channel-aware protocol. We leave protocol integration
and design as future work.

3.2 Secure Channel Condition Estimation
Our case studies and analysis of possible solutions in previous sections motivate a scheme that prevents an attacker
from overclaiming its channel condition. In this section, we
present our secure channel estimation scheme to prevent
an overclaiming attacker. We do not consider underclaiming because in our case studies, an attacker gains no benefit
from underclaiming, and because an attacker can always
reduce its actual channel condition, for example by modifying his antenna. We start our presentation by giving
intuition.
Intuition. For convenience of presentation, we call the
trustable entity a “base station” and the non-trustable entity
a “user.” The base station’s goal is to securely and accurately estimate each user’s channel condition. We first
present our solution to a simplified problem in which a
base station wants to know whether or not a user experiences channel condition at least as good as some specified
SINR. To solve this simplified problem, the base station
sends a challenge to a user. This challenge is a packet that
can be correctly decoded with high probability only when
the channel condition exceeds some specified SINR. The
challenge includes a value known only to the base station.
Upon receiving the challenge, a user returns the value in
that challenge to the base station, which can then compare the received value to the transmitted value. The base
station considers the channel condition to exceed the specified SINR if and only if the received value is correct.
This challenge mechanism prevents a user with poorer
channel condition than the specified SINR from correctly
decoding the challenge packet. Our channel condition estimation scheme extends this single challenge scheme to
multiple challenges in order to more finely estimate the
channel condition. In the following sections, we present
our secure channel condition estimation algorithm in
detail.
System Model. We consider a network cell consisting of
a base station and N users served by the base station.
N = {1, 2, . . . , N} denotes the set of all users in the system. The base station estimates channel conditions of each
user in each time slot using L challenges. A time interval
[dt − d, dt), t ∈ Z is called time slot t where d is the duration
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Fig. 5. Secure Channel Estimation. (a) Ideal challenge configuration. (b) General challenge configuration. (c) Channel estimation.

of a time slot. At each time slot t, the base station uses our
channel condition estimation to determine a user’s channel
condition as an element in a set E = {E1 , E2 , . . . , EL+1 } with
cardinality L + 1. Each element Ei ∈ E represents an SINR
range of SINRi−1 ≤ SINR < SINRi , where SINR0 = −∞
and SINRL+1 = ∞.
Construction of Challenges. In our scheme, the base station
sends challenges to users so that users cannot overclaim
their channel condition. To prevent the overclaiming attack,
a challenge must have the following properties: unpredictability of the value included in a challenge and a
well-designed success probability curve of the challenge.
If a user receiving a challenge is able to guess the challenge value, the user can return the correct value even
without successfully decoding the challenge. To make the
challenge value unpredictable, we use a pseudorandom
number generator.
To make a challenge successfully decoded only by users
with channel condition above a specified SINR, the success probability curve of a challenge must be appropriately
designed. The ideal success probability curve would have
zero success probability for channel condition worse than
a specified SINR and zero error probability for channel
condition better than that specified SINR as shown in
Fig. 5(a). The dotted lines represent the success probability of reception of challenges according to SINR. With
these ideal challenges, the successful reception of a challenge ci and the failure of the reception of ci+1 implies that
a given channel condition is SINRi ≤ SINR < SINRi+1 .
In this case, we estimate the channel condition as Ei+1 .
These ideal challenges enable us to easily and accurately
estimate the channel condition with only one time transmission of challenges. One way to construct challenges similar
to ideal challenges is to use error correction codes (e.g.,
FEC). However, ideal challenges could require infinitely
large challenges. Hence, our scheme considers non-ideal
challenges, as shown in Fig. 5(b). For each challenge ci ,
a node with channel condition as the threshold SINRi for
that challenge will successfully decode the challenge with
probability Psref (i) . Even though the shapes of the success
probabilities of each challenge look same in Fig. 5(b), our
scheme does not require the shape of each success probability to be the same. We discuss the design of Psref (i) for
the optimal performance in Section 4.1.
An immediate method to construct multiple challenges
having appropriate success probability is to use different modulation and coding techniques for each challenge.
However, in a practical point of view, a particular system
may not provide various modulation and coding options.
In such cases, we can vary transmission power accordingly.

Transmission of Challenges. The base station periodically
sends a set of challenges to users. The period is one parameter to our scheme. One extreme is to send a set of challenges
in a single time slot, which allows rapid channel condition
estimation and can respond to rapid variations in channel
condition. However, sending so many challenges results in
significant overhead. In an environment where the channel
condition is slowly changing, we can reduce the frequency
with which a base station sends challenges.
Estimation. After the base station transmits a challenge to a
user, the user returns the challenge value to the base station
to prove that the channel to the user is good enough to
receive the corresponding challenge. When the base station
receives the value from the user, the base station checks that
the value is identical to the one that it sent. Then, the base
station stores the result of this check. We denote a check
result for challenge ci at time slot t by Fi (t).

0 if challenge ci failed
Fi (t) =
1 if challenge ci succeeded.
With ideal challenges, only a single set of check results is
enough to estimate channel condition. Since our scheme
uses non-ideal challenges, we need multiple sets of check
results to reduce the error in the estimated channel condition. We call the set used for estimating channel condition
a window, and we denote the size of the window as W.
Intuitively, a larger window size results in more accurate estimated channel condition but slower adaptation. In
Section 4.1, we theoretically analyze the impact of window size on the performance of our algorithm. When a
base station finishes collecting a window of check results
Fi (t − W + 1), . . . , Fi (t), ∀i ∈ {1, . . . , L} at time slot t, the
base station sums the check results for each challenge
ci , ∀i ∈ {1, 2, . . . , L} as follows.
Si (t) =

W−1


Fi (t − j)

∀i ∈ {1, 2, . . . , L}.

j=0

Based on the values of Si (t), the base station estimates channel condition using a decision function D. In other words,
the base station decides which element in the set E =
{E1 , E2 , . . . , EL+1 } most accurately characterizes corresponding user’s channel condition. We denote the estimated
channel condition at time slot t by Ec (t).
Ec (t) = D(S1 (t), S2 (t), . . . , SL (t)).
We use a simple threshold-based comparison for our decision function D. Fig. 5(c) shows the comparison procedure.
We choose a threshold T ∈ [0, 1]. First, we see how any
of the lowest rate challenges (c1 s) are successfully received
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by a user; it is likely that nearly all of these challenges
are received by the user because it checks the lowest SINR
range. When all c1 s are successfully received, S1 (t) = W. If
S1 (t) ≤ WT, we proceed to check S2 (t). We repeat until we
reach Si (t) < WT. That is, we pick i = min j, s.t.Sj (t) <
WT. The base station then estimates the channel condition Ec (t) = Ei . For this threshold-based comparison, it is
important to choose a proper threshold T. We analyze the
performance of our algorithm in terms of T in Section 4.1.

4

E VALUATION

In this section, we evaluate the performance and the security of our algorithm. Firstly, we analyze the performance
of our algorithm according to algorithm parameters. This
analysis can be used for parameter design guidelines. This
analysis result is compared to simulation results. Secondly,
we analyze the security of our algorithm. In this analysis,
we show how much a brute-force attacker can be successful
in guessing the value included in a challenge according to
algorithm parameters. This analysis can be used for understanding tradeoff between security and system overhead.
Thirdly, we integrate our algorithm into a network simulator and evaluate the effect of our algorithm on the system
performance. We show that our algorithm securely and
effectively estimates channel condition through most of its
parameter space.

4.1 Performance Analysis
In this section, we analyze the effect of parameter choices on
our channel condition estimation algorithm. Specifically, we
 according to
derive average estimation error E[|CQI− CQI|]
algorithm parameters such as window size (W), threshold
(T), the size of a challenge and Psref (i) of a challenge. CQI in
the average estimation error equation represents an actual
 represents an estimated CQI-level.
CQI-level. CQI
Assumptions. Our analysis assumes that the channel condition does not change. Though this assumption does not
hold in a mobile environment, the purpose of our analysis is not to capture every detail of real world but to verify
our simulator. For the evaluation in a realistic environment,
we perform simulations with channel models considering
variable channel conditions, as described in Section 4.3. We
assume that the challenge size and Psref (i) are the same for
different challenges for easy comparison of performance.
The equations in our analysis do not assume the same
values of challenge size and Psref (i) . However, with different values of challenge size and Psref (i) , it is not easy to
understand the parameters’ effect on the performance. In
this analysis, we assume that the challenges are authenticated. We consider attacks which try to forge a challenge
in Section 4.5.
Analysis. Outline of our analysis is that given CQI, we

calculate the probabilities that an estimated CQI (CQI)
is determined to be each CQI-level and then, we calculate average estimation error. We start by assuming that
we have functions Ri (SINR, Psref (i) ), ∀i ∈ {1, 2, . . . , L} representing the probability that a bit of a challenge ci is
successfully received given SINR. This function depends
on the modulation and coding method used for constructing challenges, and is well-understood in communication

theory [23]; we later illustrate numerical results with a specific modulation and coding scheme. The probability Pcsi
that a challenge ci is successfully received is calculated as
SC

Pcsi = Ri i (SINR, Psref (i) ),
where SCi is the length in bits of challenge ci . The number
of successful challenges in a window of size W for challenge
ci is binomially distributed with Pcsi . Hence, the probability
Pci (n) of exactly n successful challenges can be expressed as

W n
W−n
Pci (n) =
P 1 − Pcsi
.
n csi
We can now calculate the probability Pec (i, SINR) that CQI
 = i represents that Ei+1
is estimated to be i given SINR. CQI
is chosen by our algorithm. (The lowest CQI is 0 as in our
previous case study.) Our algorithm estimates CQI by comparing the number of successful challenge receptions to the
product of window size and threshold WT. Counting the
number of successful challenge receptions from the low = i when the
est CQI-level, our algorithm determines CQI
number of successful challenge receptions for CQI-level i
is less than WT. For CQI-level less than i, the number of
successful challenge receptions is greater than or equal to
WT. Hence, Pec (i, SINR), ∀i ∈ {0, . . . , L − 1} is calculated as
⎛
⎞
i

Pec (i, SINR) = ⎝ Pt (j)⎠ × (1 − Pt (i + 1)) ,
j=1

where Pt (i) = Pci ( WT ) + Pci ( WT + 1) + · · · + Pci (W). For
CQI-level L, we have a little bit different form.
Pec (L, SINR) =

L


Pt (j).

j=1

With Pec (i, SINR), we can obtain the average estimation
error as follows.
 =
E[|CQI − CQI|]

L


|CQI − i| Pec (i, SINR).

i=0

Using this analysis on average estimation error, we now
want to properly set window size, threshold, the size of
a challenge and reference probability Psref (i) of a challenge so that the average estimation error is minimized.
As discussed in our assumptions, we use the same values of challenge size and Psref (i) for different challenges for
easy performance comparison. To obtain specific numerical results, we use the same CQI configuration as the
UMTS system, which is explained in our study about cooperative relaying protocol in Section 2.2.1. Since Pec has a
non-continuous function (ceil function), it is difficult to
apply optimization theory. Hence, we evaluate the average estimation error exhaustively through the space of
possible parameters. For that calculation, we use the successful reception probability of QPSK as Ri (SINR, Psref (i) ).
We choose target SINR so that the space of overestimation
and underestimation can be the same. Hence, we fix the target SINR as -1.19dB. The CQI corresponding to the target
SINR is 15 which is a central point in a system having 31
different CQI values (0∼30).
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Fig. 6. Analysis on Average Estimation Error.

Fig. 6 shows calculated average estimation error. Per
each subplot, we vary one parameter keeping other parameters fixed. We use optimal values for other parameters. We
used 32 bits as size of a challenge, 0.99 as Psref , and 0.59
as threshold. We can see that the size of a challenge, reference probability of a challenge and threshold each has an
optimal point. We illustrate why the optimal points exist by
showing the probability that the number of successful challenge transmission is greater than the product of window
size and threshold for each challenge according to various
parameters in Fig. 7. As the size of a challenge increases,
the probability curve slides to the underestimated point
direction. The increasing threshold moves the probability
curve in the same direction as the size of a challenge. The
size of a challenge is also related to the security against a
brute-force guessing attack, as analyzed in Section 4.5. With
increasing reference probability of a challenge, the probability curve moves to the overestimated point direction. For
window size, larger window size provides a better accuracy. This is intuitively obvious, since the large window
size provides larger number of test samples for estimating
channel condition.
To understand how sensitive our analysis is to SINR,
we varied SINR and examined the same set of numerical
results as in Fig. 6. Fig. 8 shows that for various SINR-levels,
the difference of our results is less than 1 in CQI.

4.2 Protocol Overhead
The overhead of our secure channel condition estimation
scheme depends on assumptions. If we assume no collusion, a base station can broadcast challenges to users in a
cell. This assumption is reasonable if we bound the time by
which a user returns decoded challenges to base station to
prevent another user to send its decoded challenge to the
user.
When we implement our scheme, an important design
issue is tradeoff between performance and overhead. In
addition to the size of challenge shown in Fig. 6, the number

Fig. 7. Analyzing Parameter Design.
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Fig. 8. Effect of SINR on Average Estimation Error.

of distinct channel conditions (L + 1) affects the overhead
of our scheme. While more challenges enable more precise
estimation, they induce more overhead. Using our analysis in Section 4.1, we analyze the relationship between the
number of challenges and performance. Fig. 9 shows average estimation error and overhead in terms of the number
of challenges. Overhead represents how many bits a set of
challenges is. We assume that the size of each challenge is
32 bits which represent optimal value shown in Fig. 6. We
can see that 20 challenges results in good performance with
comparatively small overhead.

4.3 Simulation
We performed a simulation study to verify our analysis
and consider variable channel condition’s effect on the performance. For system parameters (e.g. time slot duration),
we use UMTS parameters since our simulator for evaluation of system performance in Section 4.6 is based on UMTS
system. We start with the case of a static channel condition.
Static Channel Condition. We evaluate how accurately our
algorithm estimates channel condition through simulation.
We use the same mapping from channel condition to CQI as
we use for previous case studies in Section 2.2. We choose
the channel condition as -1.19dB which is a CQI of 15. For
the construction of challenges, we assign a challenge for
each of 30 CQIs. The challenge is modulated with QPSK. We
simulate each challenge by shifting standard QPSK signal
properly as described in Section 3. Modulation techniques
affect the performance of our algorithm, which depends on
how steep the success probability of challenges in terms of
SINR is. For example, since the success probability curve of
QPSK is steeper than that of 64-PSK, the performance with
QPSK is better than 64-PSK as shown in Fig. 6. We use
optimal values for Psref and the size of challenges that we
obtain using analysis presented in Section 4.1. We use the
default UMTS time slot duration of 2ms, and our algorithm
estimates the channel condition in each time slot. We vary

Fig. 9. Effect of Number of Challenges on Average Estimation Error.
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Fig. 10. Varying Window Size.

Fig. 12. Reaction time responding to CQI increment.

window size and threshold. We perform five runs for each
value of window size and threshold.
For each estimation, we record the difference between
actual CQI and estimated CQI (in absolute value). Fig. 10
and Fig. 11 show the average value of the differences.
Simulation results match our analysis well. As window
size increases, the average estimation error decreases as
expected. For all values of window size, the estimation
error is below 1. With window size of 100, the error is
around 0.05. Even larger windows would reduce the error.
However, our results show that our algorithm performs
accurately with a reasonable window size.
Variable Channel Condition. Even though we can adjust
parameters for an accurate estimation for static channel
condition, the same parameter setting does not guarantee
the same accuracy in variable channel condition. By using a
variable condition channel model, we evaluate the effectiveness of our protocol under variable channel condition. With
the same parameters of our algorithm as in our static channel condition evaluation, we use UMTS channel models
such as Indoor A with velocity 3km/h, Pedestrian A with
velocity 15km/h and Vehicular A with velocity 120km/h.
Fig. 10 shows the effect of window size on average estimation error. The average estimation error in variable channel
conditions is greater than the error in static channel condition, and the window size is not as a significant factor
in accuracy as under a static channel condition; this shows
that the variability of the channel condition limits the accuracy of our algorithm. Even then, in most cases, the error is
not greater than 1. Furthermore, both legitimate nodes and
attacking nodes experience similar errors, further reducing
the effectiveness of overclaiming. Fig. 11 shows the average
estimation error for various values of threshold. Again, the
estimation error in static channel condition is less than the

errors in variable channel conditions. However, our result
shows that we can find a value of threshold that limits the
estimation error below 1.5, and that the optimal parameter
for static channel condition applies to the case for variable
channel condition cases.

Fig. 11. Varying Threshold.

4.4 Reaction Time
To understand how quickly our secure channel estimation
scheme responds to a change in channel condition, we performed a set of simulations having a step change of CQI
level (e.g. CQI 0 to CQI 4). We measured the number of time
slots before the estimated CQI reached steady state. Fig. 12
shows the required number of time slots vs. the amount of
the change of CQI level for different window sizes of our
estimation scheme. The main factor affecting reaction time
is the window size: in almost all cases, the number of time
slots is very close to the window size.
4.5 Security Analysis
In this section, we discuss possible attacks on our secure
estimation of channel condition and corresponding defense
mechanisms.
Brute-force Attack. The security of our secure estimation of channel condition relies on the assumption that
the attacker cannot predict the challenge values generated by a pseudo-random number generator. An attacker,
then, has two strategies by which he can generate replies:
either the attacker can guess the challenge value by bruteforce search, or the attacker can attempt to decode the
TABLE 2
Confidence Intervals for Average Estimation Error
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received challenge value as a normal user would. Now,
we will show that when the challenge values are chosen
using a pseudo-random number generator, decoding is an
attacker’s dominating strategy. In other words, the attacker
has no benefit to guess the challenge by brute-force.
We assume that a data symbol experiences an Additive
White Gaussian Noise (AWGN) channel, which is a typical
model. The optimal (maximum-likelihood) decoder under
AWGN takes the input signal and provides the data symbol most likely to correspond to that signal. An attacker
that guesses ignores the input signal entirely, and as such,
throws away any information contained in the input signal. Discarding this information could not improve the
attacker’s expected performance, because otherwise the optimal decoder would not be optimal. In other words, the
attacker gains no advantage by guessing instead of decoding.
To illustrate, we consider BPSK coding with a received
power level of 1 and AWGN power σ . In this environment,
the sender sends +1 to send a 1-bit and -1 to send a 0-bit.
The receiver receives the sender’s value plus a random
value drawn from N(0, σ 2 ). The optimal decoder decodes
a 1-bit if the received value is greater than 0 and a 0-bit
otherwise, which has probability of success Q(− σ1 ). Since
σ > 0, Q(− σ1 ) > 0.5. By simply guessing a bit, an attacker
is successful with probability 0.5. The success probability
of decoding is always greater than or equal to the success probability of guessing. Hence, if the challenge values
are randomly generated, the optimal strategy is to use the
optimal decoder. This result shows that an attacker cannot
outperform a normal user.
Other Possible Attacks. Until now, we have assumed that
a challenge communicated between a base station and a
receiver is valid. With some attacks like spoofing, main-inthe-middle, or replay attacks, an attacker can send invalid
challenge to a user or send an invalid returned challenge to
a base station. This invalid challenge can be used to make
a base station believe that a receiver’s channel condition
is poorer than the actual channel condition. For example,
suppose an attacker sends an invalid challenge a receiver,
masquerading as the legitimate base station. When the
receiver returns the invalid challenge to the base station,
the base station will mistakenly believe that the receiver’s
channel condition is not good enough to decode the challenge. These attacks work when there is no authentication
mechanism on the identity of a message originator or the
time when a message is sent.
One way to handle these attacks is to use public key with
CA (Certificate Authority). When a user connects to a base
station, the user gets a public key using pre-installed public
key of a CA. Pre-installed public key of a CA prevents an
attacker from performing a man-in-the-middle attack. To
defend against spoofing and replay attack, a sender can
attach a digest of challenges and a timestamp. Design of
these defense mechanisms are orthogonal to our work.

4.6 System Performance
So far, we have evaluated the performance and the security of our secure channel estimation algorithm itself. Now,
we evaluate how much our secure channel condition estimation algorithm enhances the system performance. This
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evaluation provides an understanding on how much the
estimation error of our algorithm affects the system performance. Our reference system is the system that we use
for the previous case studies of cooperative relaying system
and opportunistic scheduler system in Section 2.2. We do
not evaluate the system performance for efficient routing
metric in wireless ad hoc networks since we need an additional protocol for multi-hop forwarder case. (We consider
only a single hop relayer in cooperative relaying network
case.) In multi-hop forwarder case, intermediate forwarder
nodes should integrate our algorithm and report their estimated channel condition to a source node. However, since
we cannot trust intermediate nodes’ report, we need an
additional protocol to prevent intermediate nodes from
cheating on the estimated channel condition report. Such
a protocol development is beyond the scope of this paper.
We leave this protocol as a future work.
Cooperative Relaying Network. We implemented our algorithm in ns-2 simulator. Our basic simulation setting is the
same as our case study for a cooperative relaying network.
In the network, the base station plays a role as a source for
traffic. A victim node can choose a relayer node with better
channel condition. An attacking relayer node overclaims its
channel condition to intercept packets to the victim node.
As shown in Section 4.3, a channel model can affect the
estimation error of our algorithm. Hence, we use three different channel models (Indoor A, Ped A, and Veh A) that we
used before for the simulation of variable channel condition
to understand how much the estimation error due to variability of channel condition affects the system performance.
As we vary the distance between the base station and the
victim node, we measure the throughput that the victim
node can get under false channel condition reporting attack.
Fig. 13 shows the measured results in the case of a single
relayer for the victim node. In this simulation, the attacker
node is the only relayer for the victim node. We consider
three different cases: overclaiming by 1, overclaiming by 10
and defense with our algorithm. For the cases of overclaiming by 1 and 10, we plot the results without deployment
of our algorithm. For the case of defense with our algorithm, we deployed our algorithm to compare the cases
with defense and without defense. When the victim node
is close to the base station, the throughput of the case with
defense is much greater than the throughput of the case
without defense. As the victim node is farther from the base
station, the throughput difference between defense case and
non-defense case is reduced. It is because the degraded
channel condition for the victim node far from the base
station induces small capacity for the victim node. Over
three different channel models, we can see that the throughput results are similar to each other. With these results,
we believe that the estimation error of our algorithm does
not affect the system performance so much. We performed
simulations for two-relayers case where there is a legitimate relayer; in the simulations, attack effect is reduced
due to the legitimate relayer. Other than the improved
performance, the same trends exist as in Fig. 13.
Opportunistic Scheduler. As in the case of cooperative
relaying, we implemented our algorithm in the simulation environment that we used for the case study of
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Fig. 13. Effect of Our Algorithm on A Relaying Network Example (One Relayer). (a) Indoor A. (b) Ped A. (c) Veh A.

Fig. 14. Effect of Our Algorithm on Opportunistic Scheduler. (a) Indoor A. (b) Ped A. (c) Veh A.

opportunistic scheduler. We used identical parameters,
except we replaced the static channel with various variable channel models. We measure the throughput of normal
users under scheduling policies of MAX-SINR, PF and
MAX-SINR with our algorithm. In MAX-SINR with our
algorithm, a base station does not use reported CQI-level
to determine a user with the best channel condition in
a give time slot. Instead, the base station uses CQI-level
estimated by our algorithm. In the case study of opportunistic scheduler, our observation was that PF scheduler
prevented attackers from stealing throughput. Hence, we
concluded that PF was a good candidate for defending
against false channel condition reporting attack. However,
our simulation results for the system performance show
that MAX-SINR with our algorithm can achieve higher
throughput than PF scheduler in most cases. The fact that
the performance of our algorithm depends on channel characteristic affects the throughput of normal users in case of
MAX-SINR with our algorithm.

5

R ELATED W ORK

Attacks on Hybrid Networks. Carbunar et al. [14] propose JANUS, a hybrid network architecture implementing
cooperative relaying. They state the possibility of a rate
inflation attack in which a node reports larger bandwidth to
base station than the node can provide. JANUS addresses
rate inflation by having a base station send request packets, which nodes must acknowledge. JANUS exploits the
fact that a rate-inflation attacker’s link can induce excessive packet losses. Their approach does not consider the
probabilistic effects of a wireless channel, and when an
attacker can acknowledge some of the probe packets, the
base station cannot detect the attacker. As a result, the

authors admit that JANUS does not prevent a rate inflation
attack. Haas et al. [15] propose SUCAN defending against
Byzantine behaviors in hybrid networks. However, their
attack behaviors do not include cheating on channel condition.
Attacks on Routing Protocols in Ad-hoc Networks. In
wireless ad-hoc routing protocols, an attacker can inject
forged routing packets into a network to make routing
disruption. Many researchers studied defense mechanisms
against such attacks [24]. However, there is no study on
false channel condition reporting attack against efficient
routing metrics.
Attacks on Opportunistic Schedulers. Bali et al. [9] reveal
a vulnerability in the PF scheduler that can be induced
by a malicious traffic pattern. Bursty traffic enables a single flow to occupy several consecutive slots. They measure
this attack’s effect on real EV-DO network. The work by
Racic et al. [7] on PF scheduler is the closest work to ours
in the sense that they consider the attack effect of falsely
reporting channel condition. They conclude that falsely
reporting channel condition alone does not do harm other
users very much in networks using a PF scheduler. They
find that falsely reporting combined with handover can
occupy many consecutive time slots, thereby stealing other
user’s opportunity to be served. Unlike this work, we find
cases where false reporting channel condition alone can significantly affect other user’s performance in other network
setting.

6

C ONCLUSION

In this paper, we have studied the threat imposed by falsely
reporting users’ channel condition. Through case studies
for three different types of wireless network protocols, we
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show that in a cooperative relaying network and a network
using ETX, a false reporting attack can significantly reduce
the performance of other users. Our false channel-feedback
attack can arise in any channel-aware protocol where a user
reports its own channel condition. To counter such attacks,
we propose a secure channel condition estimation algorithm to prevent the overclaiming attack. Through analysis
and simulations, we show that with proper parameters, we
can prevent the overclaiming attack.
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